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INTRODUCTION

The infrastructure sector faces a complex To provide infrastructure investors with
landscape of global risks in 2020. Against an even broader view of these risks,
a backdrop of macroeconomic uncertainty, four case studies demonstrating their

societal instability, weaponized cyber
capabilities, acute environmental threats and
geopolitical frictions, infrastructure investors
will need to be adaptable to ensure the
longevity and security of their assets. Doing
so will require a textured understanding of
the types of global risks the infrastructure
sector faces in 2020, as well as their
potential impacts. The 2020 Global Risks for
Infrastructure Map, produced by  Marsh &
McLennan Advantage Insights in partnership
with the Global Infrastructure Investor
Association (GIIA), provides some guidance
for investors looking to navigate the choppy
waters ahead.

The Map draws on data from the Global

Risks Report (GRR), a report published by
the World Economic Forum (WEF) with
support from Marsh & McLennan. Using

the GRR’s Executive Opinion Survey (EOS), in
which 12,879 business executives from 133
economies ranked the top global risks of
doing business in their respective markets,
Marsh & McLennan has identified nineteen
key risk types out of the Global Risks Report’s
thirty global risks that pose direct and

material risks to infrastructure assets in

key markets * (see Section 1). Each risk has
been presented with a case study exploring
the unique challenges these risks pose to
infrastructure assets in the developed world
(see Section 2). These case studies have been
carefully selected from key markets whose
top business leaders have expressed high
levels of concern over the global threats
looming on the horizon.

1. “Key markets” comprise economies categorized by the IMF as "Advanced Economies” with dyibliob Bf526minal GDP as of 2017, and the
top 25 economies by forecasted infrastructure investment between 2016-2040 as projected by the G@4a® (July


https://www.mmc.com/insights.html
https://www.mmc.com/insights.html
http://giia.net/events/
http://giia.net/events/
https://www.mmc.com/insights/publications/2020/february/global-risks-to-infrastructure.html
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Risk types and definitions



Global Risks for Infrastructure

l l l l l

Economic Societal
Critical Failure of urban
planning

Social instability

Water crises

1. This risk is not covered as a separate risk in the subsequent section as it cuts through all risk types in the infrastructure sector context
2. This risk is a combination of two risk types: Failure of national governance, and failure of regional or global governance
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Markets at risk & case studies

Economic risks

Societal risks

Environmental risks
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https://www.bankingsupervision.europa.eu/press/pr/date/2020/html/ssm.pr200115~024b039583.en.html
http://www.ekathimerini.com/245470/article/ekathimerini/business/banks-have-to-adjust-strategy-to-hercules-plan
https://www.reuters.com/article/us-greece-infrastructure-analysis/indebted-greece-hits-infrastructure-funding-pothole-idUSTRE61F3KV20100216
https://www.fitchsolutions.com/
https://www.ft.com/content/b8192d2c-1d99-11ea-9186-7348c2f183af
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https://www.irishtimes.com/business/economy/cantillon-ireland-s-monster-debt-is-here-to-stay-1.4138608
https://www.gov.ie/en/publication/d45694-annual-report-on-public-debt-in-ireland-2019/
https://www.irishtimes.com/business/economy/new-trams-rail-cars-and-buses-planned-in-2-7bn-transport-budget-1.4043897
https://www.weforum.org/reports/how-to-end-a-decade-of-lost-productivity-growth
https://www.irishtimes.com/business/economy/brexit-and-debt-threaten-strong-economy-warns-moody-s-1.3978574
https://bankwatch.org/blog/what-goes-around-comes-around-portugals-debt-boomerangs-back-on-public-private-partnerships
https://link.springer.com/article/10.1007/s11116-017-9807-x

2. Risk Profiles

ENERGY
PRICE
SHOCK

Significant energy price increases or decreases that place further economic
pressures on highly energy-dependent industries and consumers.

Selected markets at  risk 1

SKS (#)

Australia — Spain —Sweden — Taiwan

Case study: Australia

Severe energy price hikes in
Australia have limited growth in

the infrastructure sector, where
volatile energy prices have affected
long-term contracts and threatened
project bankability. Research out of
the University of Sydney shows that
by 2018, Australian energy prices

in real terms had increased by 7 0%
on average since 2008 —making it
one of the world’s most expensive
markets for energy. This steady

rise has also been punctuated by
discrete shocks that have e r66 238Hoft of

ECONOMRI


https://www.ussc.edu.au/analysis/australias-energy-crisis-americas-energy-surplus
https://www.smh.com.au/business/companies/telstra-s-power-bill-shock-energy-costs-jumped-by-200m-in-two-years-20180919-p504p7.html
https://www.aemc.gov.au/sites/default/files/2019-12/2019%20Residential%20Electricity%20Price%20Trends%20final%20report%20FINAL.pdf
https://www.power-technology.com/features/australia-energy-prices/



https://www.economist.com/the-americas/2018/05/03/the-crisis-of-argentine-gradualism
https://www.imf.org/external/datamapper/PCPIPCH@WEO/OEMDC/ARG
https://www.reuters.com/article/us-argentina-economy-renewables/argentinas-political-uncertainty-and-debt-crisis-torpedo-green-energy-push-idUSKBN1XU14J
https://es.reuters.com/article/energySector/idUKL2N27Z14J
https://lta.reuters.com/articulo/energia-argentina-idLTAKBN1XU1B8-OUSLT



https://www.thb.gov.hk/eng/boards/transport/land/Full_Eng_C_cover.pdf



https://newseu.cgtn.com/news/2019-10-20/Week-of-Catalan-protests-costs-Spain-more-than-100m--KX0WMOUrF6/index.html

2. Risk Profiles

WATER
CRISES

A significant decline in the available quality and quantity of fresh water,
resulting in harmful effects on human health and/or economic activity.

Selected markets at  risk !

India — Philippines — Singapore



https://edition.cnn.com/2019/09/25/tech/singapore-water-technology-innovative-cities/index.html
https://www.pub.gov.sg/watersupply/singaporewaterstory
https://sg.news.yahoo.com/weather-in-2019-one-of-singapores-hottest-years-first-landspout-seen-074543222.html
https://www.straitstimes.com/singapore/environment/water-level-at-linggiu-reservoir-in-johor-falls-below-50-per-cent-due-to-dry
https://www.pub.gov.sg/watersupply/singaporewaterstory
https://www.straitstimes.com/singapore/water-price-hike-necessary-but-why-now
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https://www.dw.com/en/things-to-know-about-germanys-recent-surveillance-laws/a-39421060
https://eucrim.eu/news/federal-administrative-court-refers-german-data-retention-law-european-court-justice/
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https://techcrunch.com/2019/07/05/bad-month-for-the-internet/
https://www.cdnplanet.com/compare/level3/cloudflare/
https://www.engadget.com/2017/11/07/comcast-internet-outage-level-3-route-leak/
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https://www.awwa.org/Portals/0/AWWA/Government/AWWACybersecurityRiskandResponsibility.pdf?ver=2018-12-05-123319-013
https://apnews.com/41422968ecb846e887206f74daf2a318
https://www.epa.gov/waterresilience/americas-water-infrastructure-act-risk-assessments-and-emergency-response-plans
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https://globalnews.ca/news/6116444/canadians-affected-by-data-breach-privacy-commissioner/
https://techcrunch.com/2019/05/07/freedom-mobile-data-leak/
https://www.cbc.ca/news/business/freedom-mobile-data-breach-1.5126952



https://www.scmp.com/news/asia/east-asia/article/3026141/typhoon-leaves-thousands-south-korean-homes-powerless
https://www.straitstimes.com/asia/east-asia/powerful-typhoon-tapah-causes-minor-injuries-damages-in-south-korea
http://www.koreaherald.com/view.php?ud=20190923000540
https://www.aljazeera.com/news/2019/10/tropical-storm-mitag-leaves-destruction-south-korea-191003124430516.html
https://ascelibrary.org/doi/pdf/10.1061/%28ASCE%29NH.1527-6996.0000259

2. Risk Profiles

CLIMATE
ACTION
FAILURE

The failure of governments and businesses to enforce or enact effective
measures to mitigate climate change, protect populations and help
businesses impacted by climate change to  adapt.

Selected markets at  risk !

Finland —Ireland —Netherlands —Sweden

Case study: Netherlands

The Netherlands is a global
pioneer in adopting innovative
infrastructural adaptations to
mitigate the negative impacts of
climate change, and is compelled
to do so because of its intrinsic
geographical challenges. Roughly
a third of the country lies below
sea level and continues to sink
further, making it one of the most
vulnerable nations to climate
change. In November 2018, the
Dutch government pledged to
invest €600 million in climate
adaptation innovations, on top of
the existing €1.3 billion a year on the
Delta Plan

ENVIRONMENHEKS


https://www.government.nl/latest/news/2018/11/20/netherlands-to-invest-600-million-in-climate-adaptation
https://www.government.nl/topics/delta-programme
http://www.climatechangesspatialplanning.nl/media/default.aspx/emma/org/10354094/34-44+Adaptation+cost+in+the+Netherlands+-+Climate+Change+and+flood+risk+management.pdf
https://www.nytimes.com/interactive/2017/06/15/world/europe/climate-change-rotterdam.html

2. Risk Profiles

NATURAL

DISASTERS

Major property, infrastructure, and/or environmental damage as well as
loss of human life caused by geophysical disasters such as earthquakes

or landslides.

Selected markets at  risk !

Iceland —Japan—New Zealand — Philippines

Case study: New Zealand

The 7.8 magnitude Kaikoura
earthquake devasted New Zealand
in 2016. The earthquake severely
damaged infrastructure across the
country, including roads, railways
and ports, triggering additional
side effects such as landslides
and tsunamis.

The post-disaster damage came
to businesses in the form of
both insurance claims and lost
revenue. Over NZD$1.8 billion in
insurance claims were reported
after the incident, out of which
NZD#$1.4 billion originated from

1. As per WEF EOSdata

the commercial sector according

to the Insurance Council. In the
Kaikoura region —the epicentre

of the earthquake —the utility,
construction and transportation
sectors lost 34% of their operability
(i.e. of their normal productive
capacity) within the first week of the
disaster. New Zealand, which lies
on a seismically active zone along
the Pacific Ring of Fire, continues to
be at risk of earthquakes and other
associated natural disasters —and
infrastructure is at the forefront of
such risks.

ENVIRONMENHEKS



https://www.nzherald.co.nz/business/news/article.cfm?c_id=3&objectid=11879992
https://www.transport.govt.nz/assets/Uploads/Our-Work/Documents/5df0bac69b/Kaikoura-Earthquake-MERIT-Report.pdf

2. Risk Profiles

HUMAN-MADE
ENVIRONMENTAL

DISASTER

Failure to prevent major man-made damage and disasters, including
environmental crime, causing harm to human lives and health,
infrastructure, property, economic activity and the environment.

Selected markets at  risk !

India —Italy —South Korea

Case study: South Korea

In July 2018, the Xe Pian-Xe
Namnoy dam in Laos’s Champasak
province collapsed, flooding
downstream villages, displacing
at least 6,000 people. The project,
part of a regional US$1 billion

dam system, was jointly funded
and developed by two private
Laotian entities and two South
Korean companies. Shortly after
the disaster, the Lao Ministry

of Energy and Mines released
statements on construction
standards and accelerated project
timelines as potential causes.
Other independent analyses have
also identified dam design and

1. As per WEF EOSdata

Copyright © 2020 Marsh & McLennan

material selection as plausible
contributing factors.

In response, both of the Korean
companies involved committed
a combined US$11 million in
relief efforts. They also suffered
significant financial hits, with one
company seeing a 30% plunge
in stock prices. Social backlash
additionally posed potential
reputational regulatory and legal
risks for relevant stakeholders,
as Korean civil society groups
implored their government to
disclose information and conduct
independent investigations.

ENVIRONMENTRIEKS +>
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https://www.business-standard.com/article/news-ians/death-toll-reaches-36-in-laos-dam-collapse-98-missing-118081300164_1.html
https://www.cnn.com/2018/07/27/asia/laos-dam-collapse-construction-intl/index.html
https://www.nytimes.com/2018/07/29/world/asia/laos-dam-response-government.html
http://english.hani.co.kr/arti/english_edition/e_international/865895.html
https://thediplomat.com/2018/08/korean-firms-face-questions-in-laos-dam-collapse/
https://www.bloomberg.com/news/articles/2018-07-25/korean-builder-plunges-30-after-laos-dam-collapses
https://www.rfa.org/english/news/laos/south-korean-csos-want-government-company-09212018155445.html

2. Risk Profiles

NATIONADR
GLOBAL

GEOPOLITICRISKS


https://www.theguardian.com/uk-news/2019/jul/03/stonehenge-road-tunnel-project-funding-uncertain-mps-warn
https://www.theguardian.com/business/2019/nov/04/major-infrastructural-projects-hs2-heathrow-third-runway-stall-amid-brexit-uncertainty
https://www.theglobeandmail.com/report-on-business/nafta-uncertainty-poses-risk-to-canadian-railways-analysts-say/article37518586/
https://www.nortonrosefulbright.com/en/knowledge/publications/5d79a0ad/usmca---impact-on-transport

2. Risk Profiles

INTERSTATE
CONFLICT

A bilateral or multilateral dispute between states that escalates into
economic, military, cyber, societal, or other  conflict.

Selected markets at  risk !

France — Japan — Switzerland — Taiwan

Case study: Japan

Today'’s geopolitical climate means
that interstate conflict has the
potential to turn “hot”, i.e. to lead to
actual military confrontation. These
developments can result in severe
physical damage to infrastructure
assets exposed to battle zones,

as well as revenue loss or process
disruption from blockades

or occupation.

GEOPOLITICRISKS

Interstate conflicts can also
manifest as economic tensions
that bite into revenues for trade-


https://pulsenews.co.kr/view.php?year=2019&no=584953

2. Risk Profiles

TERRORIST

ATTACKS

Individuals or non-state groups with political or religious goals that
successfully inflict large-scale human or material  damage.

Selected markets at  risk !

Germany —Singapore —U.K. —USA

Case study: U.K.

Transportation systems are the
world’s most heavily-targeted
infrastructure sector for terrorist
attacks according to the Global
Terrorism Database . Between 2000
and 2018, transportation systems
faced higher numbers of terror
attacks than water systems, utilities,
telecommunications, or airports

and aircraft systems globally. The
United Kingdom is no exception:

the country’s transportation

system saw 28 terror attacks in

this period, compared with 8 terror
attacks on all other forms of
infrastructure combined.

The destabilizing effects of frequent
terror attacks have had particularly

1. As per WEF EOSdata

Copyright © 2020 Marsh & McLennan

important impacts on London’s
underground railway system.
Research shows that after the

717 bombings across London’s
public transport systems in 2005,
passenger journeys on the London
Underground fell by an average of
8.3% for the following 4 months.
In 2017, passenger numbers fell

in 2017 for the first time in 20

years —in part, the railway operator
and experts concluded, due to fears
of terror . Transport for London (or
TfL)'sspending programs on safety
and collaboration with authorities
will be instrumental in protecting
against losses to human life and
restoring the public’s confidence in
this critical infrastructure  system.

GEOPOLITICRISKS &1}
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https://www.start.umd.edu/research-projects/global-terrorism-database-gtd
https://www.start.umd.edu/research-projects/global-terrorism-database-gtd
https://onlinelibrary.wiley.com/doi/abs/10.1111/j.1539-6924.2010.01555.x
https://www.businessinsider.com/drop-in-london-underground-passengers-caused-by-terrorism-and-netflix-2018-1
http://content.tfl.gov.uk/tfl-business-plan-2019-24.pdf
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https://www.realcleardefense.com/articles/2019/02/07/is_mexico_a_failing_state_114170.html
https://fas.org/sgp/crs/row/R41576.pdf
https://www.pcr.uu.se/research/ucdp/definitions/
https://www.icontainers.com/us/2018/06/12/top-5-ports-in-mexico/
https://elfinanciero.com.mx/empresas/3-riesgos-que-implica-la-militarizacion-de-los-puertos-en-mexico-segun-expertos
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INTER-
CONNECTION.

Case studies on interconnected risks

Extreme Weather in  Chennai
A confluence of varied risk drivers exacerbate extreme weather impacts

Business Damages in Eastern  Europe
A confluence of emerging social and political risks drive investor concerns
and a critical infrastructure failure

The Fukushima Disaster
A natural disaster catalyzes a variety of impacts for the domestic energy
sector and beyond

Cyberattack on a Water  Utility
Geopolitical incidents catalyze a series of knock-on events for a water utility
including hacktivism and risks to public  health



3. Interconnections

EXTREME WEATHERHEBENNAI

®
EXTREME WEATHER
®
INFECTIOUS DISEASESD
FAILURE OF FOOD CRISES @ BIODIVERSITY LOSS
URBAN PLANNING
GLOBAL

GOVERNANCE FAILURE

WEAPONS OF
MASS DESTRUCTION
CRITICAL
INFRASTRUCTURE FAILURE
o INTERSTATE CONFLICT
INFORMATION
INFRASTRUCTURE ®
BREAKDOWN
CYBERATTACKS
TERRORIST
DATA FRAUD ATTACKS
OR THEF o
ADVERSE
TECHNOLOGICAL ADVANCESg,
UNEMPLOYMENT FISCAL CRISES

FINANCIAL FAILURE
UNMANAGEABLE INFLATION

[ @
DEFLATION

The Indian city of Chennai frequently suffers As a result, in 2015, when the city was inundated
damage from extreme weather : particularly from by its heaviest rainfall in over 100 years, over
severe water shortages as well as unmanageable a million residents were displaced from their
flooding. This has been attributed in part to homes and the city was disrupted for days. In
uncontrolled urban growth after the city began 2018 Chennai’s rainfall fell by 55%, leaving the city
to actively attract IT-sector companies and talent without rainfall for 200 days and scrambling for
in 2008, resulting in significant  encroachment water supplies. These water crises and the failure
onto the city’s water bodies and natural drainage of the city’s critical infrastructure to manage them
systems. This failure of urban planning and of have occurred recurrently in recent years, and
climate-change mitigation and adaptation have also affected infrastructure operators across
has increased the damage the city sustains sectors. Major power distributor Tangedco  lost
when extreme weather strikes. Chennai’s local nearly US$140 million each year between 2015-
government has also been slow to curb the power 2018 due to flood damages, and in 2017, the major
of the city’s local “water mafias ", who charge 1050MW Tuticorin thermal plant was temporarily
extortive water prices in difficult times. This  failure shut down due to a lack of water for cooling.
of national governance  has also been raised as Additionally, Chennai’'s water shortages in 2018
a factor behind the government’s inaction over caused companies across industries to pay as much
infrastructure development and resilience-building as 30% more for private water supplies.

against extreme weather.


https://economictimes.indiatimes.com/news/politics-and-nation/chennais-encroachments-on-water-bodies-caused-floods/articleshow/50249182.cms?from=mdr
https://www.timesnownews.com/mirror-now/in-focus/article/water-mafia-draining-groundwater-in-scarcity-stricken-chennai-as-tamil-nadu-government-sleeps-at-the-wheel/452304
https://www.thehindubusinessline.com/news/national/chennai-floods-nasa-image-shows-buildup-of-heaviest-rainfall-in-over-100-years-on-dec-12/article7965451.ece
https://www.hlrn.org.in/documents/Deluge_to_Displacement_Chennai.pdf
http://natoassociation.ca/the-human-implication-of-climate-change-chennais-water-crisis/
https://timesofindia.indiatimes.com/city/chennai/as-calamities-strike-tangedco-losses-spiral/articleshow/66715668.cms
https://timesofindia.indiatimes.com/city/chennai/dry-tamirabarani-pulls-the-plug-on-1050-mw-tuticorin-thermal-plant/articleshow/57384072.cms
https://apnews.com/06db91b4ae8c4235bc5e0e0e25cb5c76



https://www.euractiv.com/section/climate-environment/news/poland-snubs-climate-neutrality-deal-but-eu-leaders-claim-victory/
https://www.montelnews.com/no/story/poland-unlikely-to-lift-onshore-wind-ban--official/1016780
https://www.rechargenews.com/wind/retroactive-change-shock-as-poland-confirms-2-5gw-tender/2-1-557334
https://invenergyllc.com/public-filings/poland-lawsuit

3. Interconnections

In 2011, three nuclear cores at the now-famous
Fukushima Daiichi power plant in Japan melted
when a 14-meters high tsunami, triggered by

a magnitude 9.1 earthquake, inundated the

plant. This natural disaster and the subsequent
failure of the critical Fukushima power plant
resulted in the involuntary evacuation of
100,000 people, and contaminated food and
water resources in the prefecture —giving rise
to lawsuits against the company responsible and
pressures on other surrounding infrastructure
companies reliant on stable populations and
water resources.

Japan still feels the impact of Fukushima today.
By 2012, the government had moved quickly

to enact the sweeping denuclearization of

the Japanese energy sector. The policy reform
meant the loss of 30% of the country’s energy-
generating capacity, and thus increased
reliance on oil and gas imports, exposing the
Japanese economy to external energy price
shocks . The financial burden on the Japanese
government has also been significant: a 2019
estimate forecasts that the government could
take on over US$560 billion


https://www.britannica.com/event/Japan-earthquake-and-tsunami-of-2011
https://www.world-nuclear.org/information-library/safety-and-security/safety-of-plants/fukushima-accident.aspx
https://www.straitstimes.com/asia/east-asia/fukushima-court-rules-tepco-and-japan-govt-liable-over-2011-nuclear-disaster
https://www.nationalgeographic.com/news/energy/2012/03/120309-japan-fukushima-anniversary-energy-shortage/
https://www.npr.org/2012/03/10/148351019/fukushima-starts-long-road-to-recovery
https://www.jcer.or.jp/jcer_download_log.php?post_id=49661&file_post_id=49662
https://www.imf.org/external/datamapper/GG_DEBT_GDP@GDD/SWE

3. Interconnections

In March 2016, Verizon’s monthly security
breach publication drew widespread  attention
to a cyberattack on a major unnamed water
utility. The hack was suspected to have been
administered by a “hacktivist” group with
motivations relating to the ongoing  Interstate
conflict in Syria. The system in question ran
on operating systems from over a decade

prior, leaving it particularly vulnerable to such
an attack.

The attack gave rise to a number of related risks


https://www.theregister.co.uk/2016/03/24/water_utility_hacked/
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4. Data appendix
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http://reports.weforum.org/global-risks-report-2020/survey-results/global-risks-of-highest-concern-for-doing-business-2020/

4. Data appendix




Greece Fiscal crises Financial failure Failure of national
governance




Ireland Failure of
urban

Israel Terrorist attacks Cyberattacks Interstate Weapons of Asset bubbles
FRQSLFW mass destruction

Failure of
urban planning




4. Data appendix

RISK BWMARKET

Mexico

Netherlands

New Zealand

National
governance
failure

Cyberattacks

Natural disasters

2

Illicit trade

Asset bubbles

Data fraud
or theft

Cyberattacks

Social instability

Critical
infrastructure
failure

Energy price
shock

Climate action
failure

Failure of
urban planning

State collapse
or crisis

Terrorist attacks

Unemployment

Information infrastr.
breakdown
Cyberattacks

Data fraud
or theft

Norway Extreme weather Involuntary

migration

Energy price shock
Financial failure




4. Data appendix

RISK BWMARKET

Slovakia

Slovenia

Spain

Cyberattacks

Unemployment

Fiscal crisis Global gover - State collapse Asset bubbles
nance failure or crisis

Interstate
conflict

Unemployment Asset bubbles Energy Social instability

price shock

Global gover - State collapse

nance failure




4. Data appendix

RISK BWMARKET

Sweden

Switzerland

Taiwan

Turkey

United

Kingdom

United States

Vietnam

1

Cyberattacks

Cyberattacks

Interstate
FRQSLFW

Cyberattacks

Cyberattacks

Asset bubbles

Failure of
urban planning

Interstate
FRQSLFW

Data fraud
or theft

Energy price
shock

Interstate
FRQSLFW

Data fraud
or theft

Data fraud
or theft

Technological

3

Asset bubbles

National
governance
failure

Asset bubbles

Unmanageable
LQSDWLRQ

National
governance
failure

Terrorist attacks

Unemployment

4

Data fraud
or theft

Involuntary
migration

Terrorist attacks

Cyberattacks

National
governance
failure

Terrorist attacks

Information
infrastructure
breakdown

Fiscal crisis

@ Environmental

Adverse
technological
advances

Global
governance
failure

Unemployment

Adverse
technological
advances

Critical
infrastructure
failure

National

Unmanageable
inflation

@ Geopolitical



